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Really Simple Syndication (RSS) Installing RSS Reader 



Really Simple Syndication (RSS) is an XML-based file format used 
for easily sharing information. The can be used for any dynamic 
information as long as the site has been set up for RSS. A user's 
aggregator or RSS Reader displays the various feeds. User's can also 
set up Google-like searches to run and be reported on within the 
aggregator. The major advantage of using RSS feeds and RSS 
readers is that they allow one to keep track of large amounts of 
information easily and concisely. (Source: 

Transformation in the CF: Understanding the 
Impact of Network Technologies on the 
Design of Work - Social and Peer Production 
Director General Military Personnel Strategy, 

Technical Memorandum. April 2007). 



fkipedia B has an article related to this topic. 
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Bloggers represented the early users of RSS, which has since been widely adapted as a way to share information from virtually any sources 
The majority of blogs have RSS feeds, but not all RSS feeds are associted with blogs. New sites, and other websites that offer snippets of 
dynamic information have been incorporating RSS feeds to help dissiminate information. 
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icon on a web page, you can click on it to access the RSS feed for that content. 
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Users click on an icon or other RSS link to add a subscription to their aggregators, which allow users to set parameters such as how 
frequently the application looks for new content. The RSS icon is pictured on the left. Rather than scanning dozens of blogs every day, you 
can subscribe to the blogs' RSS feeds and simply check the aggregator whether any new content has beed added to any of them. RSS 
feeds can be available at varying levels of granularity, further enhancing users' ability to specify exactly what information they want to receive. 



Internal links 



RSS in Plain English! 
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CYBER THREAT 
EVALUATION CENTRE 

Welcome 



This page is registered as 



(URN info) 



The Cyber Threat Evaluation Centre (CTEC) consists of 2 main groups, CTEC and 

CTEC within which there are 6 sub working groups: CTEC (Government of Canada 

CTEC), CTEC i, CTEC ^ [ CTEC CTEC 

and CTEC Our mission is to provide the single-most comprehensive cyber-situational 

awareness perspective of the government of Canada. If you are new to CTEC you can find the New Employee Guide and 
other useful resources at the Tools and Resources page. For information on Canada's Cyber Security Strategy read: Canada's 
Cyber Security Strategy (201 0). Pdf / Strategie de cybersecurite du Canada (201 0).Pdf. 

If you have questions for CTEC, contact us at ctec@cse-€stgc,ca §3. 
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CTEC Services 

CSEC’s Cyber Threat Evaluation Centre offers the following services to Government of Canada (GC) departments and agencies: 

i Incident Response: The GC Cyber Threat Evaluation Centre (GC CTEC) is the cyber coordination and incident reporting 
centre for the Canadian government. GC CTEC monitors threats (24-7), provides leading edge guidance and strategic advice, 
and coordinates the federal response to cyber security incidents of national interest. 

ti Cyber Situational Awareness: The Cyber Threat Evaluation Centre (CTEC) produces monthly Cyber Defence Reports 
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(CDRs) at the Secret level for senior government officials. These reports provide general awareness of the threat landscape 
including a statistical breakdown of detected cyber threats. 

« Cyber Threat Briefings: CTEC threat briefings provide GC departments with an overview of cyber security, including an 
overview of cyber threats facing the Government of Canada. In addition, they provide detailed examples of how cyber events 
occur. 

m Mitigation Advice and IT Security Best Practices: On an ongoing basis, CTEC helps strengthen systems through the 
provision of cyber security guidance and recommendations. CTEC supports departmental responses to incidents when they 
occur, by providing advice on best practices. 

* Operational Services: The Cyber Defence Branch is operationally focused on developing new capabilities to detect and guard 
against a variety of cyber threats. These services are aimed at increasing the security posture of government departments. 

Featured News 






Upcoming Projects 

i GC-CTEC Web Portal Project - GC-CTEC is in the process of developing an unclassified web portal to support 
communications and interactions between GC-CTEC and Government of Canada (GoC) departments. Content for the portal is 
currently being developed by GC-CTEC and will include feedback from our Cyber Triage Unit (CTU) partners, RCMP and CSIS. 
The portal will provide a place where GoC employees can seek advice on cyber security issues, discover howto prevent, report, 
or mitigate cyber incidents, and ensure that they are providing the correct resources to cyber defence. Phase 1 of the project is 
scheduled to be completed early in 2012. 
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Security (ITS) 
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[edit] CFS Leitrim Operations ESCORT SCHEDULE 



CFS LEITRIM 1 SQUADRON ESCORT SCHEDULE 


AREAS 

ESCORTED 


MONDAY 


TUESDAY 


WEDNESDAY 


THURSDAY 


FRIDAY 




HQ/OPS & TRG 


3 SON 


3 SQN 


SP SQN 


SP SQN 


BLDG 205D 


PRIMARY 


PRIMARY 


PRIMARY 


PRIMARY 


PRIMARY 


OPERATIONS 


■ Ops Sgt 


m Sqn Coord 


m Sqn Coord 


m Sp Sqn Ops 


* Sqn Coord 


> BOILER 
ROOMS 
« ELECTRICAL 


> OPS WO 


ALTERNATE 


ALTERNATE 


m Tp WO 


■ MWC 
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ROOMS 

TELEPHONE 

ROOMS 

OPS 

PENTHOUSE 



ALTERNATE 



ALTERNATE 



ALTERNATE 



Support Sqn 



TECH ISSUES 



1 . Squadron will provide escort duty personnel between 07:00 - 15:00 hrs for building only. If more than escorts are 

required in a given day, the alternate Sqn will be called upon to assist. The DWO will be contacted (Local to make 
arrangements for escorts during Silent Hours, Weekends and Holidays. 

2. Sqns are to ensure an escort is available on their respective days and have them report to the Commissionaire in the Inuvik Foyer when 
required. 

3. Questions or concerns regarding the aforementioned will be directed to the SCWO. 



[edit] CFS Leitrim Operations Centre (CFSOC) 



Phone 



VOIP 
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CRITICAL MANNING RECALL LIST 



Cell or Home Phone 
Number 



Position 
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1 SQN ALPHA TROOP 



1 SQN BRAVO TROOP 





Comi 


Position 

manding Off 


icer 


DCO 


scwo 


Admi 


in 0 




| PADI 


RE 




| Ops 1 


0 




D Op 


is 0 
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Contact Numbers 


Position 


Rank Name Work Number 


OC 




2 l/C 




SSM 


Sp Sqn Ops WO 


Supply Tp Comd 


Supply Tp WO 


Comms Tp Comd 




Comms Tp WO 




Spec Sys Tp Comd 


Spec Sys Tp WO 


HADCS Sect Comd 


HADCS Sect 21/C 


CSI Sect Comd 


CSI Sect 21/C 


Sect Comd 


OSM Sect Comd 


OSM Sect 21/C 


SNS Sect Comd 




SNS Net Supt 2IC 


SNS Comp Maint 21/C 


Service Desk 


DOSS Sect Comd 


DOSS Sect 21/C 





In the event of a Major Outage , both the OC and the Spec Sys T p Comd will be contacted. 
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OC: 

Spec Sys Tp Comd: 

PBX Telephone Numbers are maintained by CSI. 



[edit] Submitting Help/Fault Requests 



Name 


Number 


Website 


Leitrim Help Page i 3 


Service Desk 




Service Desk (VOIP) 


None 



[edit] Deployed Operational System Support 
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Updated 05 Mar 201 4 



[edit] SUPPORT SQN HADCS 



& CSI Duty Technician After Hours Callout 



HADCS 



& CSI Duty Callout List 25 Sep - 27 Nov 14 



1 . The following personnel will be HADCS, Ciricuit, and CSI (formerly known as Comm Tp) Duty Tech and can be reached by calling 

the Duty Tech Cell phone or their home phone number as listed below: 



Duty Cell Phone# 



Rank 



Name 






2. Duty begins at 0800hrs on a Thursday and ends at 0800hrs the following Thurs. The duty technician is responsible for all station support 
equipment (COMCEN, CSI, HADCS) and telephone services within Support Squadron responsibilities. 



3. If a call is unsuccessful, please contact the duty tech's home phone number. It is the responsibility of the Duty Tech to inform the DWO 
of their whereabouts when not in possession of the duty phone or at home. 



4. If the scheduled Duty Tech cannot be reached please call the applicable supervisor: 



a. HADCS Sect Comd 



b. CSI Sect Comd 



5. This list supersedes all previous duty lists 
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[edit] Operational System Maintenance Section Duty Callout List 

1 . The following personnel are On Call tech for the indicated periods: 





Duty Phone #: 






Refer to Nominal Roll for Home Numbers 


Rank 


Name Home Phone # 


Dates 


CpI 




6 - 12 January 2015 


CpI 




13 - 19 January 2015 


CpI 




20-26 January 201 5 


Ms 




27 Jan -2 Feb 201 5 


CpI 




3-9 Feb 2015 


CpI 




10-16 Feb 2015 


CpI 




17-23 Feb 2015 


CpI 




24 Feb -2 Mar 201 5 


CpI 




3-9 Mar2015 


CpI 




10-16 Mar 2015 


CpI 




17-23 Mar 2015 


Ms 




24-30 Mar 201 5 


CpI 




31 Mar -6 Apr 201 5 


LS 




7-13 Apr 201 5 


MCpI 




14-20 Apr 201 5 


CpI 




21 -27 Apr 201 5 


Ms 




28 Apr -4 May 201 5 


CpI 




5-11 May 2015 


LS 




12-18 May 2015 


CpI 




19 -25 May 201 5 
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( of rotation and ends at 08:00 on the following Tuesday. The person finishing On 
n Call tech on the list. The SSH On Call Tech is responsible for: 



000052 



15/04/2015 11:30 AM 



if the On Call tech will be called in, or if the fault/problem could be rectified the 
In the event the DWO must contact on-call SSH members, attempts must be made 



faults associated with listed systems. 

SSH is responsible for if there is a problem with 

determine should be called. If the On Call Tech requires further assistance, 
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. They 

Contact information is on a weekly 



can be reached Monday 0000 through Friday 

basis and can be found on the secure side by typing the following address into Internet Explorer: 



(link not currently working) 
Last Updated: Sept 14 



[edit] CANADIAN FORCES INTEGRATED COMMAND CENTER (CFICC) CYBER 
SUPPORT DETACHMENT (CSD) 



to provide SIGINT to the CFICC Stategic Command Watch (SCW). 

2. In the event that the SCW requires SIGINT support during silent hours i , the following procedures are in effect: 

a. SCW Contacts CFS Leitrim Mission Watch Centre (MWC), manned 24/7 at the following numbers: 

(i) STE: or 

(ii) UNCLAS: 



1 . CFICC CSD is manned on a 



b. If the MWC cannot be contacted or cannot satisfy the requirements of the SCW, the following CFICC CSD personnel are to be 
contacted: 



Duty CFICC Personnel 



Rank 



Name 



Home Phone 



MWO 



MWO 



c. Classified information is not to be discussed during these recalls. State who is calling, that the MWC was contacted and that the mbr 
must report to the SCW within a time period that is decided amongst the SCW and CSD person being called in. 

3. This recall list will be updated and distributed on the last business day of the month preceding the month in which it is in effect. 

4. Thank you for your cooperation. 
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Name 



Work Phone 



Home Phone 



Cell Phone 



SOR 


Power 


Plant 


Upper 


Chimo (SNCM) 


Lower 


Chimo (JNCM) 


Kitchen 


HA DC 


S Room 


Ops 21/C 


Floatei 


■Tech 



\M 















1 1 




■ i 


















|OIC 

Doc 

Radio Shack 


[ F 

I F 


IS Tech 


I F 


|WFE f { 


iPhone Booth f ll 


1 

Weather Haven Red 

i 1 


1 1 

I F 
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CFS Leitrim Det Gander 



Updated: 11 Feb 2014 

[edit] CFS Masset Duty Tech 



Ref: Det Masset SOP 
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Duty commences on Friday and terminates the following Friday. During workweek, the Duty Clerk is to ensure that administrative assistance 
is available from 0700 to 1 500 hrs daily, including periods of organized PT, but with the exception of lunch. 

The Duty Clerk is to ensure that the Photocopier and Fax machines are stocked at the end of each day and the shredder is 
emptied when needed, as well as ensuring the Main Conference Room is locked at the end of each day. Also, every Monday 
morning the Duty Clerk is responsible for cleaning the microwave/fridge. 

The Duty Clerk will also ensure that he or she is in possession of the Duty Cell Phone upon departing CFS Leitrim at the end of the day. Duty 
Clerk will also perform escort duties on Mondays when assigned. 

If you are unable to perform this duty, for reasons of leave, appointments or other commitments, it is the Duty Clerk's own responsibility to 
arrange a replacement and ensure that the SOR supervisor is informed. 

The Duty Clerk can be contacted after office hours on the Duty Cell Phone at | If the Duty Clerk cannot be 

reached by these means, please contact the SOR Supervisor, Sgt or the R&D A/Supervisor, MCpI 



Updated: Apr 14 
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Refer to Nominal Roll for Home Numbers 
Mobile Number: 


Rank | Name 


Date 


Pte 


14 Mar -20 Mar 14 


CpI 


21 Mar -27 Mar 14 


CpI 


28 Mar - 3 Apr 14 


OS 


4 Apr - 10 Apr 14 


MCpI 


11 Apr- 17 Apr 14 


CpI 


18 Apr -24 Apr 14 


MCpI 


25 Apr - 1 May 14 


Pte 


2 May - 8 May 14 


CpI 


9 May - 1 5 May 1 4 


CpI 


16 May -22 May 14 
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Last Update: 9 Jan 2015 



[edit] Security Section (COMSEC/SMP/USS) After Hours POC 

Should Security Section Personnel be required during silent hours, please contact in the following order of precedence. 




Last Update: 29 May 2014 

[edit] CFIOG Headquarters Phone Directory 

CSN Line - 86-XXXX (XXXX-Local) 

External calls - 
3545 Leitrim Rd 
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MWC/Contacts 



[edit] Montfort Hospital 



Please use DWAN for contact numbers or the Admin SOPs located with the DWO 



CF H Svc C (O) Duty Officer During silent hours, the CF H Svcs C (O) facility has a Duty Officer to provide assistance. The Duty Officer can 
be contacted through the Commissioner's desk at (613) 945-2620. Questions about medical care may also be directed to the MED-DENT 
information line at 1-877-MED-DENT (1-877-633-3368). 
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All Rank Mess 


CFS Leitrim 




CFS Leitrim 
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CFS Leitrim 
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CFS Leitrim 


CSI 


DWAN 


Help Desk 


3rd Floor 


CFIOG HQ 
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Contact Numbers 


Position 


Rank 


Name 


Unclass Number VOIP Number 


CSD CHOD 


MWO 






CSD Manager 


WO 


24/7 Analyst 







[edit] Joint Task Force (Pacific) (JTF(P)) Cyber Support Detachment (CSD) 
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Position 


Rank Name Unclass Number VOIP Number 


CSD Comd 


Capt 




CSD Chief 
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CSD Manager 


WO 


CSLO 


CTRC 


CSD Suprvr 


Sgt 


24/7 Analyst 
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Duty Phone Number 



[edit] COPCC 



Place 


VOIP# 









[edit] PWGSC Emergency Call In Procedure 



From: Deputy Commanding Officer; CFS Leitrim 
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The Directive List lists all directives and to whom they apply. The list has been created from 

information contained within the individual directive pages and is automatically updates as those individual 
pages are changed. Additionally, more detailed views of these directives (and their applicability to the 
different business units) can be seen either by drilling into the directives themselves or by looking at other 
summary views of the information they contain. 
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Following the Directives is mandatory and they represent the default position. However, in 

some cases (and with appropriate justification), waivers will need to be granted by the 
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Knowledge Overview 
Help 
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Use the following to create new directive. 

Simply replace XXX with the next available directive and hit Create New Directive. 

Directive XXX Create New Directive 

Once you have created the new directive, add a line to the below table. You may also want to update other pages that display a view of the 

directives. 

[edit] Complete List of Directives 
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[edit] Directive Status 



The status for each Directive can be one of: 



Status... 


Wiki code 


Details 


Proposed 


{{DirectiveProposed}} 


Initial state prior to Review 


{{DirectivelnReview}} 


State whilst being reviewed by 
business unit (directives can be 
pulled into this state at any time 


Active 


{{DirectiveActive}} 


If a directive is active for a 
business unit then this becomes 
the default for all new systems 


N/A 


{{DirectiveNA}} 


Directive does not apply to this 
business unit 


c|Qsed 


{{DirectiveClosed}} 


A previously Active Directive that 
is no longer required or applicable 
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The following Categories apply (and guidance on the usage of these can be seen in the Directive Template): 
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You have followed a link to a page that does not exist yet. To create the page, start typing in the box below (see the help page for more info). 
If you are here by mistake, click your browser's back button. 

Warning: You are recreating a page that was previously deleted. 

You should consider whether it is appropriate to continue editing this page. The deletion and move log for this page are provided here for 
convenience: 

* (show/hide) 12:49, 2 August 201 3 ;se-cst.gc.ca (Talk | contribs | block) deleted "Template: Project Re e " (Unused 

template: content was: "<noinclude> {{Release Menu}} This page housed an old version of the project release template. The 
contents have been removed as this has now been retired. The new version can be used from the Release Menu (see Release 
Help) (view/restore) 

m ** . I 
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Please note that all contributions to may be edited, altered, or removed by other contributors. If you do not want your writing to be 

edited mercilessly, then do not submit it here. 

You are also promising us that you wrote this yourself, or copied it from a public domain or similar free resource (see Copyrights 

for details). Do not submit copyrighted work without permission! 



Summary: 
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Watch this page 



Save page Show preview Show changes Cancel | Editing help (opens in new window) 

Wiki: {§} | [] [[]] [[|S ==== ====== ======== 
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Wiki markup: [[Category:]] #REDIRECT[[]] [mailto:] <s></s> <sup></sup> <sufc»</sufc» <blockquote></b!ockquote> <ref></ref> 
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Welcome to the Canadian Forces CFS Leitrim SIGINT Operations Centre. C//REL) Canadian Forces Station 
Leitrim, located just south of Ottawa, is Canada's oldest operational signal intelligence collection station. 
Established by the Royal Canadian Corps of signals in 1 941 as 1 Special Wireless Station and renamed Ottawa 
Wireless Station in 1949, CFS Leitrim acquired its current name when the Supplementary Radio system was 
created in 1966. 
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Background 



The Canadian Forces SIGINT Operations Centre is located at the Canadian Forces Station Leitrim in Ottawa. CFSOC operates and maintains SIGINT Cc 
and geo-location facilities in support of the Canadian cryptologic program. CFSOC is a fully operationally ready Cryptologic Direct Support Element in full 



support of military operations. CFSOC provides Operational and Technical SIGINT support to other units of the Canad 



CFSOC Sections/Desks 



Commanderof CFIOG exercises the CF SIGINT mission and is the CF SIGINT Technical Control Authority for the Military. CFSOC is geared towards satisfying 
and fulfilling the requirements of each CF customer, and when requested through authorized means, other Government of Canada (GoC). CFSOC SIGINT 
activities are driven by its primary customers. The SIGINT Process is to: Search, Collect, Analyze, Locate and Report. 
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Background 



CSEC has created a central record to track privacy incidents. A privacy incident occurs when the 
privacy of a Canadian is put at risk in a manner that runs counter to, or is not provided for in, an 
operational policy. Examples of privacy incidents may include: 

i inadvertently including CM in a SIGI NT or a CND report 
m unknowingly targeting a Canadian or any person in Canada 

i improper access controls on an electronic folder that contains a private communication that 
was intercepted under MA 

« improper destruction of information or data that might include information about Canadians, or 
* an unforeseen technical error that makes a limited access database more widely accessible 
fora period of time. 

Reporting privacy incidents 



If an analyst in SIGINT or IT Security believes that a privacy incident has occurred, he or she 
must immediately bring this matter to the attention of his or her supervisor. The supervisor must 
then notify the director and either CDSO or SPOC, as appropriate, as soon as possible. The 
supervisor and the employee must take immediate steps to investigate and address the 
situation. CDSO or SPOC must notify the Manager, Operational Policy, who maintains the central 
file. 



Howto record a privacy incident 



D2 staff must record all privacy incidents in the (HE: this file Is only accessible to D2 staff) 
Privacy Incidents F All fields must be duly completed: 
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